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Introduction

What is Phishing?

“In computing, phishing, short for password harvesting fishing, is the
luring of sensitive information, such as passwords and other personal

information, from a victim by masquerading as someone trustworthy
with a real need for such information.”

-Wikipedia, The Free Encyclopedia
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Introduction

How do criminals Phish?

1. They hijack users and send them to fraudulent websites of trusted brands
such as well-known banks, online retailers and credit card companies

2. Phishing attacks use 'spoofed’ e-mails to lure recipients into browse
fraudulent websites.

3. The fraudulent websites are designed to fool recipients into divulging

personal financial data.
(e.g. credit card numbers, account usernames and passwords, social security numbers)

Consumers are suffering credit card fraud, identity theft, and financial loss
-Anti-Phishing Working Group (APWG)
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Phishing Facts

Phishing Statistics:
*Number of unique phishing attacks reported in July: 1,974

*A “unique phishing attack” in this analysis is defined as a single email blast sent
out at one time targeting one company or organization, and having one unique subject line.

*Average monthly growth rate in phishing attacks : 50%

*Organizations most targeted by phishing attacks Citibank (682)
*HSBC has had 22 attacks from Jan to July 2004

*Country hosting the most phising Web sites: USA (35%)

-July Report, Anti-Phishing Working Group (APWG)
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Damages:

Phishing Facts

» 5% of targeted recipients respond to phishing emails
(Source: Anti-Phishing Working Group (APWG) )

« US banks and credit card issuers suffered a loss close to $1.2 billion in
2003 because of the phishing phenomenon
(Source: Symantec Corporation )

Countries Hosting Phishing Sites:

us

South Korea
China
Russia

UK

Mexico
Taiwan
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(Source: July Report Anti-Phishing Working Group (APWG) )




Phishing Facts

Ease of obtaining Phishing techniques:

*"Do it yourself" phishing kits are freely available on the Internet. They
contain graphics, web code and text necessary to make bogus websites
that look and feel like real online banking sites.

(Source: Sophos Plc.)
Customers’ reactions:
*More than 65% of surveyed respondents said it was unacceptable for
companies to do nothing about this criminal activity.

*96% of users surveyed want companies to consider new technologies
to help authenticate email and online sites

(Source: TechWeb News)

@ gennux




Phishing Facts

Phishing Email:

citibank

wa CHtlBank Mambar,
Wi recenihy reviawed vour account and suspect that wour CElIEank, Account meny have Deen accassed by an unauthorized third pargy,
atecting the sacurity af your account &nd of the CitiBank Metwork §5 oul primany concem. Theredors, & 8 prevantalive measurs we
avie tempaorarily limited access to senditive CitlBank Account Features.

lick. the link belaw in order o regain sooeds o wour CiLiBank Account :

Lps S west da-ud. citlbank, comfignind cleslly verihy/ B GARRRZNN01Y

L’I-ﬂme fill i the required informaticns.
We abiolutedy will rol thare your Informatken with ' third partyl,
[ThiL B raquirad for of 05 Contbnue 0o affes wiu & sale and ik fras anvirenimant,

[Th Bk, sy
ot PI‘-EI'IHH_E-'I'E‘-'":

-egreright © TRE-J00u Gt ing, Al Bightl Badaresd
Eerignated brademirky red bebrads Sy the property of b rédpictive e
Wse of this Web sty constitubes soceptarce of the C8Hl Usier dgrapempnt and Frivaoy Policy

Boran g of (e
sy i O T A
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Phishing Facts

Phishing Email:

ehY
The Warld'y Oniine Harkeiplace™
Dreas eBay customer,
Dnang ol reguliety scheduled acecant oamenance and verficahen procedures, we have detected a shght &rver m your biling wfsrmaticn
Thas mught be dae to etber of the followmg reasons
L. A recent change @ your personal sformation { ve change of address).
1. Submeteg mvabd mbbreation durng the mhal sgn up process
3. An mabsdity to accurately verdy your selected opbon of payment das to an miemal error within our processoss.

Please update and venfy your sformaton by chckeng the bnk belowr

hitps fiarmibada ehay comisaw-cofeBayiSAPT A7 Placed Clnfo

i wour accosnt informason & not wpdated wethen 48 hours then pour abley to el of bid cn eBay will become resmcted
Thasle yow

The eB-ny Biling Doeptantrest

Cogprighldd HoraS- 2004 ¢Bay Inc. &1 Rights Fosre read
Dadigriatnd Fadamadd ard Srindd ain e praparty o4 Babi g e aeean
Lipd 0 S WD e OO RbOSRE Sl o Tk @B LR AR ] and Py Poliy
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Technology Solutions

Technology characteristics:

For a preventative technology solution to be effective, it must have the
following characteristics:

*Minimize end-user training
*Use of exiting standards-based technologies
*Unilateral deployment must add value

*Must be cost-effective for both senders, recipients, and Internet
infrastructure providers

-Anti-Phishing Working Group (APWG)
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